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HEADQUARTERS UNITED STATES STRATEGIC COMMAND
OFFUTT AIR FORCE BASE, NEBRASKA 68113-6300

TAB L TO APPENDIX 3 TO ANNEX X (GG 2001-2 EXORD) (U)
SITREP REQUIREMENTS AND STARTEX CJCS SITREP (U)

REFERENCE.  (U) CICSM 3150.05, Joint Reporting Structure (JRS) Situation
Monritoring Manual (U)

L. (U COMMANDER IN CHIEF’S SITUATION REPORT (CINC SITREP)

a. (U) CINC SITREP reporting will be accomplished by Commander in Chief, US Strategic
Command (USCINCSTRAT’s) Support Battle Staff, beginning at start of exercise (STARTEX).
Submit daily reports through end of exercise (ENDEX) in accordance with reference.

b. (U) Information in the CINC SITREPs will be as ot 23597, with immediate precedence
and transmission to ensure arrival at the USSTRATCOM Exercise Control Group (ECG) no later
than 0400Z the following dav. First SITREP is due at 2 0400Z Oct 00.

¢. (U) The EXER/ line in the exercise CINC SITREPS will read
“EXER/GLOBAL GUARDIAN 2001-2//."

d. (U) The USSTRATCOM ECG will prepare and transmit CINC SITREP reports for those
simulated and limited play CINCs.

. (U) The USSTRATCOM ECG may modify CINC SITREP requirements during the
trans-/post-attack phases.

f. (U) Use the following addresses for the CINC SITREP:

UNCLASSIFIED
FM:
TO: AlG 934

USSTRATCOM OFFUTT AFB NE/J37/ECG//
* Additional addressees as determined by Battle Staffs (Task Forces, Component
Commands, etc.)

UNCLASSIFIED

2. (U) TASK FORCE/COMPONENT COMMANDER SITREP REQUIREMENTS.

a. (U) SITREP submission by Task Force/Component Commanders to USSTRATCOM is
required on a daily basis. Information in these reports will be as of 2000Z and reports will be
submitted with the required precedence necessary to guarantee receipt by USSTRATCOM by
0000Z. First SITREP is duc at 0804007 September 01. Use the following format for Task
Force/Component Commander SITREP submission:

UNCLASSIFIED
USSTRATCOM TASK FORCE/COMPONENT COMMANDER'S ]
X-3-L-1
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SITUATION REPORT (SITREP) MSG FORMAT
FM: (PLAD-CINCSTRAT TASK FORCE/COMPONENT COMMANDERS)
TO: SBS USCINCSTRAT OFFUTT AFB NE//

INFO: USSTRATCOM MCCC OFFUTT AFB NE/
NAOC OFFUTT AFB NE//
USCINCSTRAT ABNCP OFFUTT AFB NE//

SUBJ/SITUATION REPORT (SITREP) AS OF (A/0) (DATE TIME GROUP REPORT
INFORMATION IS CURRENT A/Q)

1. OWN SITUATION/DISPOSITION/STATUS OF FORCES. INCLUDE A SUMMARY
UPDATING CHANGES (OR CHANGES NOT PREVIOQUSLY REPORTED), AS
APPLICABLE, TO MAJOR COMBATANT AND SUPPORT FORCE LOCATIONS;
SIGNIFICANT MISSION READINESS DEGRADATION ONUNITS; CURRENT
DEPLOYMENTS; PROPOSED DEPLOYMENTS; CHANGES IN TASK FORCE
DESIGNATIONS, ORGANIZATION, OR CHANGE OF OPERATIONAL CONTROL, (CHOP);
PROJECTED REQUIREMENTS FOR ADDITIONAL FORCES; AND DIFFERENCES, IF
ANY, FROM FORCE STATUS REFLECTED IN THE READINESS EVALUATION
ASSESSMENT AND DECISION-MAKING INFORMATION (READI) MODEL.

2. SITUATION OVERVIEW. PROVIDE A BRIEF OVERALL ASSESSMENT OF THE
SITUATION INCL.UDING CIRCUMSTANCES OR CONDITIONS THAT INCRFASE OR
MATERIALLY DETRACT FROM THE CAPABILITY AND READINESS OF FORCES
ASSIGNED.

3. OPERATIONS. PROVIDE A BRIEF DESCRIPTION AND RESULTS OF COMBAT
OPERATIONS DURING THE REPORTING PERIOD AND A SUMMARY OF PLANS FOR
COMBAT OPERATIONS DURING THE NEXT 24 HOURS: INCLUDING OBJECTIVES
AND PROBABLE ENEMY REACTION AND DEVIATIONS OR VARIATIONS FROM
PREVIOUSLY REPORTED INTENTIONS OR PLANS.

4. INTELLIGENCE/RECONNAISSANCE. PROVIDE A BRIEF OVERVIEW OF THE
SITUATION, CAPABILITIES, AND THREAT CHANGES AND REFERENCES TO ANY
SIGNIFICANT SPOT INTELLIGENCE REPORTS SUBMITTED IN THE PREVIQUS 24
HOURS.

5. LOGISTICS. IN ADDITION TO THE INFORMATION BELOW, PROVIDE A BRIEF
OVERVIEW OF LOGISTICS SUSTAINABILITY, HIGHLIGHTING SIGNIFICANT
DEFICIENCIES AFFECTING SUPPORT FOR PLANNED OPERATIONS AND PROBLEM
AREAS BEYOND THE COMMANDER’S CAPABILITY TO OVERCOME OR ALLEVIATE
IN A TIMELY MANNER.

A. FORCE GENERATION

(1) AIRCRAFT - UNl'l'/REQUIRED!’AVAILABI,E;’GENERATION/REMARKS
(2) MISSILES - UNI’IYREQUIRF.DIOFF-ALER'I'f()N—ALERTfREMARKS

X-3-L-2
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(3) SLBMS - UNIT/HULL/GENERATED/NOT GENERATED/REMARKS

B. SUPPLY. IN ADDITION TO THE INFORMATION BEL.OW, IDENTIFY ANY SUPPLY
SHORTFALLS, BY CLASS OF SUPPLY, THAT COULD IMPACT PLANNED
OPERATIONS. PROVIDE ESTIMATE OF IMPACT, CURRENT STATUS, WORK
AROUNDS (IF ANY), AND ESTIMATED TIME SHORTFALL WILL BE RESOLVED.

(1) OPERATING LOCATION, WEAPON SYSTEM IDENTIFICATION, SUPPLY DATA,
AND CURRENT STATUS OF REQUIREMENTS FOR NOT COMBAT READY WEAPON
SYSTEMS.

(2) SUPPLY DATA AND CURRENT STATUS OF CRITICAL SHORTAGES OF SPARES
AND EQUIPMENT REQUIRED FOR GENERATION OF SINGLE INTEGRATED
OPERATIONAL PLAN (SIOP) FORCES (L.E. SUBMARINE CONTINUITY OF
OPERATIONS (SCOOF) PACKAGES, READINESS SPARES PACK AGE (RSP) KITS, SSS
KITS, ETC.)

(3) FUEL SHORTAGES AND FUEL SYSTEMS IMPACTING GENERATION,
SUSTAINMENT. AND/OR REGENERATION OF SIOP FORCES AT MAIN OPERATING
BASES (MOBS) OR ALTERNATE LOCATIONS TO INCLUDE LOCATION, IMPACT, AND
CURRENT STATUS.

C. MAINTENANCE. IDENTIFY ANY EQUIPMENT/PERSONNEL MAINTENANCE
ACTIONS THAT COULD DELAY OR IMPACT PLANNED OPERATIONS. PROVIDE AN
ASSESSMENT OF THE IMPACT, CURRENT STATUS, AND ESTIMATED TIME
EQUIPMENT/PERSONNEL WII.L BE AVAILABLE.

D. MUNITIONS (REPORT BY EXCEPTION ONLY)

(1) LIMITING FACTORS (LIMFACYESTIMATED TIME IN COMMISSION
(ETIC)/REMARKS)

(A) MUNITIONS HANDLING EQUIPMENT

(B) SPECIAL PURPOSE VEHICLES

(C) WARHEAD/WEAPCN AVAILABILITY

(D) LAUNCH GEAR AVAILABILITY

(E) SART CAPABILITY

(2) LIMITING FACTORS (LIMFAC/ETIC/REMARKS)
(A) RVS/RSS/PIECE PARTS

(B) SPECIAL PURPOSE VEHICLES

(C) WARHEAD AV AILABILITY

(3) LIMITING FACTORS (LIMFAC/ETIC/REMARKS)
(A) WEAPONS HANDLING EQUIPMENT

(B) WARHEAD AVAILABILITY

E. TRANSPORTATION/MOBILITY

(1) TEAM MOVEMENT -
'(A) UNIT

(B) TEAM NAME

Lb (V)

X-3-L-3
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(C) DATE/TIME DEPARTED{GIN
(1)) DATE/TIME ARRIVED/DED,
(E) DATE/TIME ARRIVED QKL

(2) TRANSPORTATION EQUIPMENT/PERSONNEL SHORTFALLS (REPORT BY
EXCEPTION ONLY)

F. RESIDUAL CAPABILITY ASSESSMENT (RECA) - KNOWN RADIOLOGICAL,
CHEMICAL, BIOLOGICAL EXPOSURES

6. COMMUNICATION/CONNECTIVITY. SIGNIFICANT QUTAGES,
INCOMPATABILITIES, QUANTITATIVE EQUIPMENT DEFICIENCIES, TRAFFIC
VOLUME, ETC. INCLUDE AN ASSESSMENT OF THE MISSION IMPACT CAUSED BY
COMMUNICATIONS OUTAGES AND BEGRADATIONS.

7. PERSONNEL. FACTORS AFFECTING READINESS OF FORCES OR UNITS
IMPACTING THE COMMANIY'S MISSION CAPABILITY.

8. FORCE PROTECTION. LIST THE CURRENT THREAT CONDITION OF THE TASK
FORCE HEADQUARTERS. IF THERE IS A CHANGE IN THE THREAT CONDITION
FROM THE PREVIOUS SITREP, PROVIDE A BRIGF DESCRIPTION OF THE REASON
FOR THE CHANGE. LIST THE THREAT CONDITION OF SUBORDINATE ELEMENTS
LOCATED IN THE CONUS ONLY IF DIFFERENT FROM THE TASK FORCE
HEADQUARTERS. ADDRESS SIGNIFICANT NEEDS FOR SECURITY
PERSONNEL/EQUIPMENT IF IT IMPACTS MISSION ACCOMPLISHMENT.

9. SIGNIFICANT POLITICAL/MILITARY/DIPLOMATIC EVENTS. EVENTS NOT
REPORTED PREVIOUSLY WHICH COULD RESULT IN LOCAL, NATIONAL, OR
INTERNATIONAL PUBLIC REACTION; RESULTS AND DECISIONS OF KEY ALLIED OR
OTHER FOREIGN GOVERNMENT MEETINGS; CIVIL UNREST OR INDICATIONS OF
CIVIL DEFENSE MEASURES CONTEMPLATED OR IMPLEMENTED; EVENTS
EMPHASIZING AFFECTING THE ATTITUDES, EMOTIONS, OR BEHAVIOR OF THE
POPULACE THAT COULD BE USED IN DEVELOPING PSYCHOLOGICAL OPERATIONS
CAMPAIGNS.

10. COMMANDER'S EVALUATION. SUMMARY OF KEY POINTS FROM
SUBPARAGRAPHS 1. THROUGH 8. ABOVE, HIGHLIGHTING AREAS REQUIRING
CINCSTRAT ACTION OR DECISIONS, OR WHICH CRITICALLY AFFECT
IMPLEMENTATION OR EXECUTION OF CINCSTRAT'S OPLAN,

UNCLASSIFIED

3. (U) STARTEX CJICS SITREP

a. (U) A simulated CJCS SITREP summarizing US actions up to 20 Oct 00 will be
transmitted at 201300Z Oct 00. No relation to actual US or CJCS policy should be inferred from
this SITREP.

X-3-L-4
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b. (U) With the exception of the above CICS SITREP in 3.a., the USSTRATCOM ECG
will compile and transmit simulated CJCS SITREPs daily at 0600Z. Use the following
addressecs for the simulated CJCS SITREP:

UNCLASSIFIED
FM: USSTRATCOM OFFUTT AFB NE/I37/ECG/SIM-CICS//
TO:
AlG 11883

USCINCSTRAT COMMAND CENTER OFFUTT AFB NE
NORAD/USSPACECOM COMMAND CENTER CH EYENNE MOUNTAIN AS CO
STRATCOM INTEL DIVISION OFFUTT AFB NE
USTRANSCOM AMC TACC EA CELL SCOTT AFBIL

IS NAOC OFFUTT AFB NE

CICS NMCC WASHINGTON DC

USCINCSTRAT ABNCP OFFUTT AFB NE

USSTRATCOM MCCC OFFUTT AFB NE

SBS USCINCSTRAT OFFUTT AFB NE

USCINCPAC HONOLULU HI//J374/EAQ//

HQ AMC SIOP RESPONSE CELL SCOTT AFB IL//TE-294//
CTF ONE TWO FOUR

CTF ONE THREE FOUR

CTF ONE FOUR FOUR

COMSUBLANT NORFOLK VA//N93/N93 3/N94/NIS/NG2//
CTF TWO ZERO FOUR

8A¥ BARKSDALE AFB LA//TF204/A2//

CTF TWO ONE FOUR

TF 224 DAVIS MONTHAN AFB AZ//BSD/BM/LG/IN//
CTF 224 DAVIS MONTHAN AFB AZ

UNCLASSIFIED
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HEADQUARTERS UNITED STATES STRATEGIC COMMAND
OFFUTT AIR FORCE BASE, NEBRASKA 68113-6300

TAB MTQ APPENDIX 3 TO ANNEX X (GG 2001-2 EXORD) (U)
OPERATIONAL REPORTING (U)

(U) REFERENCES

a. (U) USSTRATCOM Directive (SD) 501-14, Strategic Force Accounting Module
{SFAM) (S)

b. (U) USSTRATCOM Directive (SD) 501-7, NEREP, AFSATCOM, Voice SCACS
Reporting Procedures (S/FRD)

¢ (U)CICSM 3150.05, Joint Reporting Structure (JRS) Situation Monitoring
Manual (U)

d. (U)EAP-CICS, Volume VII, Annex A, Nuclear Execution Reporting Plan (NEREP)
(S/FRD)

. (U)CICS OPORD 2-CY, Survivable Mobile Command Center (SMCC)
Operations (S)

1. (U) PURPOSE. To establish USSTRATCOM Command and Control Enterprise Database
(CZEDB)/Strategic Force Accounting Module (SFAM), Nuclear Execution Reporting Plan (NEREP),
and operational reporting requirements for GLOBAL GUARDIAN (GG) 2001-2.

2. (U) PROCEDURES

a. (U) GG 2001-2 Exercise Databases

(1) (U) The 17 Oct 00 C2EDB/SFAM database will be used as the initial database position
for GG 2001-2. USSTRATCOM/J3612 will copy the OPR database into the exercise database at
1714007 Oct 00. Units will verify their database information to reflect Blue Force status as of 17
Oct 00.

(2) (U) The Nuclear Planning and Execution System (NPES) will use the TBD 0] position
for STARTEX.

b. (U) Reporting

(1) (U) General Reguirements. Aircraft and ICBM unit command posts will report the
exercise status of their forces as required by the GG 2001-2 scenario. Continue unit reporting
through end of exercise (ENDEX), or simulated unit destruction. Component Commands, Task
Forces (TFs), and Numbered Air Forces may levy additional reporting requirements on their units,

(2)| (S) Bombers.

b ()

X-3-M-1
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(3) (U) Tankers. Report exercise status into the exercise C2EDB/SFAM database in
accordance with SD 501-14. Use the appropriate CPX/FTX indicator in Tag 17 of the ASORTIE
report. See Tab C to Appendix 3 for additional instructions.

(4) (U) SCACS. Report exercise status into the exercise C2ZEDB/SFAM database in
accordance with SD 501-14. Use the appropriate CPX/FTX indicator in Tag 17 of the ASORTIE

report.

(5) (U) Reconnaissance. Report in accordance with references (a), (d), and TF-224
{Reconnaissance) instructions.

(6) (U) ICBM Units. Report exercise status into the exercise C2EDB/SFAM database in
accordance SD 501-14 and the GG 2001-2 20 AF exercise reports guide supplied by 20 AF/DOME.

7)|(S) SSBNSs,

b (")

¢. (U) Reporting Restrictions

(S)

f. (U) Command Center Status Report (CCSTAT
(1)}(S) At STARTEX.

Shane Pe 337



g. (U) OPREP-3 Reporting

(1) (U) As required by the scenario, the USSTRATCOM ECG will submit OPREP-3 reports
for those commands or agencies not participating in GG 2001-2.

(2) (U) Exercise trusted agents and exercise controllers will control which OPREP-3 reports

are upchanneled 10 higher headquarters. These messages must be cicarly marked as GG 2001-2
exercise traffic.

X-3-M-3
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HEADQUARTERS UNITED STATES STRATEGIC COMMAND
OFFUTT AIR FORCE BASE, NEBRASKA 68113-6300

TABN TO APPENDIX 3 TO ANNEX X (GG 200 1.2 EXORD) (U)
FORCE PROTECTION AND ANTITERRORISM (U)

1. (U) PURPOSE. Provide Global Guardian (GG) 2001-2 exercise planners with guidance on the
coordination and requirements of Force Protection/Antiterrorism (FP/AT) inputs into installation,
task force, and unified command exercise play.
2. (U) TASKED ORGANIZATIONS

a. (U) Headquarters USSTRATCOM, Offutt AFB, NE.

b. (U) Task Force (TF)-124 (Airborne Communications), Tinker AFB, OK.

¢. (U)TF-134 (SSBN PAC), Pearl Tarbor. HI.

d. (U) TF-144 (SSBN LANT), Norfolk, VA.

e. (U) TI-204 (Bomber), Barksdale AFB, LA,

f. (U) TF-214 (ICBM), FE Warren AFB, WY.

g (U) TF-224 (Reconnaissance), Davis-Monthan AFB, AZ.

h. (U) TF-294 (Tanker), Travis AFB, CA.,

3. (U) CONCEPTS AND REQUIREMENTS

a. (U) Force Protection is a security program designed to protect service members, civilian
employees, family members, facilities, and equipment in all locations and situations. It is accomplished
through planned and integrated application of combating terrorism, physical security, operations security,
personal protective services, and supported by intelligence, counterintelligence, and other security
programs.

b. (U) Department of Defense (DoD) FP/AT directives require written plans from the CINC level
down to the installation level for permanent operations or locations, and in operations orders (OPORDs)
for temporary operations or exercises. As a minimum, these plans will include:

(1) (U) Procedures for enhanced antiterrorism protection.

(2) (U) Procedures for responding to terrorist incidents.

¢. (U) Commanders will exercise their force protection plans to determine their ability to protect
personnel and assets from terrorist attack.

X-3-N-1 '3’3
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d. (U)USSTRATCOM/JO10 is the office of primary responsibility (OPR) and
USSTRATCOM/j2S8S1 is the office of coordinating responsibility (OCR) for ali USSTRATCOM FP/AT
exercise input. A copy of all inputs which may impact the USSTRATCOM force protection posture will
be forwarded to J010 for appropriate coordination.

e. (U)Each command will appoint safety officials and controllers as needed to control force
protection/antiterrorism FTX play.

4. (U) OBJECTIVES. Each task force/installation should develop exercise play that exercises the
organization's:

a. (U) ability to report information pertaining to threats or acts of terrorism through the chain of
command or line of authority as appropriate,

b. (U) security personnel in exceution of antiterrorism responsibilities and functions, to include
personnel deployed in support of exercise resources.

c. (U) ability to execute, as a minimur, threat condition (TI IREATCON) levels NORMAL through
CHARLIE.

d. (U) Create and evaluate realistic terrorism inputs that provide credible exercise scenarios which
incorporate facilities, equipment, personnel, and procedures into a comprehensive effort designed to

provide maximum antiterrorism protection.

e. (U)Review and evaluate post-incidence response plans to ensure continued operational readiness
(i.c., mass casualty plans, evacuation plans, public affairs plans, ete.).

5. {U) PLANNING CONSIDERATIONS

a. (U) Exercise planners are limited to the Threat Level I groups identified in Tab E to Appendix 2
ofthis EXORD.

b. (U) Exercise planners are limited to the Threat Level I1 units from scenario enemy countries as
identified in this EXORD,

6. (U) COMMAND AND SIGNAL

a. (U)Command
(1) {U) Normal command lines will be used.

(2) (U) Role-players will set minimum Threat Condition levels for the geographic CINCs in
EUCOM, PACOM, and JFCOM and for the service chiefs for CONUS installations.

X-3-N-2 2
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b. (U) Signal

(1} (U) TFs must report their overal] Threat Conditions and report subordinate installation/land
bascd deployment site Threat Conditions by exception. TFs must report all Threat Level I/ attacks and
credible threats as the situation dictates. TFs 134 and 144 should report host installation Threat
Conditions and may role-play, for exercise Threat Condition purposes, the host installation commander
as needed.

(2) (U) TFs will forward a list of their command FP/AT points of contact 1o the USSTRATCOM
Force Protection Branch/J010. The list should include 24-hour secure voice telephone numbers,
unclassified telephone numbers, FAX numbers, and SIPRNET addresses as available.

(3) (U) JO10 contact information for GG 2001-2:

(a) (U) Unclassified DSsz b (o)

(b) U)STUIII DSNM Li€e)

© ) DRSN:m = tu)

(d) (U) Unclassified FAXESNm -} (L)
(¢) (U) Classificd FAX:ESN“ -} (6)

(f) (U) SIPRNET addresscs:

- b ¢

(g) (U)Mailing Address: USSTRATCOM/J010
%01 SAC Blvd Ste 1HI1
Offutt AFB, NE 68113-6010

X-3-N-3 2=
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HEADQUARTERS UNITED STATES STRATEGIC COMMAND
OFFUTT AIR FORCE BASE, NEBRASKA 68113-6300

APPENDIX 4 TO ANNEX X (GG 2001-2 EXORD) (U)
COMMAND AND CONTROL (U)

1. ES) COMMAND AND CONTROL PROCEDURES. (Gl

[~ b))

4. (U) CRYPTOGRAPHIC DOCUMENTS
a. |(S)

B T e R

(2) KC)

G(S)

(5|(S)

Y0
X-4-1
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d. (U) Message Type/Exercise Nickname

(1) [S
e A D SN - % IO
5. (U) COMMAND CONTROL RESPONSES

a. \(S)
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HEADQUARTERS UNITED STATES STRATEGIC COMMAND
OFFUTT AIR FORCE BASE, NEBRASKA 68113-6300

APPENDIX S TO ANNEX X (GG 2001-2 EXORD) (U)
METOC SERVICES (U)

1. (U)GENERAL. Meteorological and Oceanographic (METOC) personnel will support
GLOBAL GUARDIAN (GG) 2001-2 IAW USCINCSTRAT OPLAN 8044 and any component
supporting plan.

a. (U)J3624 METOC personnel will support USSTRATCOM senior battie staff as both Support
Battle Staff and 24-hours per day until is passed to the
= b () St N
b- "

Routing Indicator Plain Language Add —— b ¢

/RHPFHRT USSTRATCOM %‘-&TT AF¥B NE//METOC//

/RUCUABN USCINCSTRA' FEUTT AFB NE/METQC//
~ ko) :

will create and transmit a weather discussion and forecast (24-hour) bulletin to the 1 06007 and
1800Z, while the USSTRATCOM MCCC is operational. b S D)
— bfl‘) - L C'\

d. (U )mmroc personnel will transmi rmeamer reports IAW the format and
reporting schedule in Tab A to Appendix 3 to Annex H to COMACC Supporting Plan 8ﬂ44-FY.m- \5 (“)
weather reports will be sent via any communications asset available, IAW procedures in above
referenced plans. If AUTODIN capabilities exist, send reports to the message addresses in paragraph Ib

above. __..};, (‘.‘)

e. (U)HQ ACC/DOW will cnsu%eams participating in this exercise receive copies of this
EXORD and submhM reports [AW paragraph 1d above.
~bD

£ (U) METOC personnel participating in this exercise will submit an After-Action Report (AAR)
to USSTRATCOM/J3624 within 15 working days after ENDEX. The report will include, at a minimum,
an evaluation of the objectives listed below. successes, problem areas, lessons learned, and any other
arcas that merit attention. USSTRATCOM/J3624 will consolidate these reports and produce and
distribute a final AAR to all interested units.

¢.  (U) If required by a lower-echelon deployed unit, USSTRATCOM MCCC MET ﬁ personnel

8 (U) As METOC Forecast Centers (MFC), Air Force Weather Agency (AFWA). and Fleet
Numeric METQC Center (FNMOC) will provide support and services as requested by the
USSTRATCOM Senior METOC Officer (SMO).

_ CONFIDENTIAL fe 34
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2. (U) METOC OBJECTIVES

a. (U) Exercisc the transition of MET from the METOC Support Branch to theEBNClil- b
ad rom v R+ >

b. (U) Exercise the coordination of METOC data and requirements between the METOC Support
Branch and the STRATCOM Task I-orce METOC units via GCCS.

—~b{D
¢. (U)Exerc Isc-wcaihcr reporting procedures and capabilities.

— b (D
d. (U)Exercise involvement u_ﬂ;TOC personnel in the adaptive planning
process, using real world weather.

. (U) Exercise Consequences of Execution Analysis procedures on all fixed and mobile stafTs.

X-5-2
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HEADQUARTERS UNITED STATES STRATEGIC COMMAND
OFFUTT AIR FORCE BASE, NEBRASKA 681 13-6300

APPENDIX 6 TO ANNEX X (GG 2001-2 EXORD )
COMMUNICATIONS PROCEDURES (U)

L. (U) PURPOSE. To provide communications procedures and a reference for pri mary points of
contact during exercise execution,

2. (U) PROCEDURES

a. (U) Exercise players will operate required communications systems in accordance with existing
procedures, except as noted in this appendix, Exercise events in GG 2001-2 at no time constitute
operational need to transmit classified information over non-secure systems. L ( {.\

b. (U) Forward requests for exercise com nications injects tc_
njects must specify type of inject, method of
ransmussion, and message content. Each inject will be reviewed and either accepted or rejected within 3

duty days of receipt. The inject will be included in the Master Scenario Events List (MSEL) if accepted.

¢. (U) This EXORD does not supersede existing procedures. Systems or procedures normally
restricted from exercise {peacetime) use will not be used during GG 2001-2. If these instructions conflict
with established restrictions, then the established restrictions will take precedence. Notify the
USSTRATCOM Exercise Control Group (ECG) if conflicts are identified.

d. (U) Use secure telecommunications systems for all exercise-related communications.
Communications checks on clear systems, such as HF voice, may be attempted; however, responses will
be at the discretion of each unit based on the exercise tactical situation.

(1) (U) Do not discuss or transmit classified information over non-secure systems, such as
UHF/HF clear voice: narrow-band, non-secure AFSATCOM: or non-secure hones.

raffic will be injected using secure
, Chapter 111, Section D.

VEr noOn-secure systems.
UTODIN and addressed toAIG 927 IAW EAP-CJCS, VOL
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3. (U) SPECIAL INSTRU!; TIONS

a. (U) KNOCK-IT-OFF Procedures. If real world events require reconfiguration of

communications systems, or termination of exercise communications events, exercise players will call
"KNOCK-IT-OFF" to:

(1) (U) Net Control Element or . },(L\

(2) (U) USSTRATCOM Communications Oftficer/NCO (see para 3.h.
below for STU-III to Red Switch interface procedures) or

(3) (U) USSTRATCOM EL‘_; b(e)

(4) (U) Support Battle Staffm_(see para 3.h. below for STU-III 1o Red
Switch interface procedures).

b (e)

b. (U) Call Signs

(2){(C)

(3]@ (b)(1)

¢. (U) Satellite Communications Procedures, Satellite procedures will be in accordance with EAP-

CJCS, Volume VII; EAP-STRAT, Volume VII; SD 705-1 (Milstar Policy); and command plans and
directives,

d. {(8)

¢. (U) Exercise Markings

(1) (U) Clearly identify all messages as exercise traffi

¢ as shown below. Formatted messages
(GENSER, etc.) will use the EXER line (®) with GLOBAL GUARDIAN 2001-2 as the exercise name,

Additionally, the RMKS line (@), if used, will contain the phrase "EXERCISE GLOBAL GUARDIAN

2001-2" as the first and last line of text. Insert the line (@) "EXERCISE EXERCISE EXERCISE"
before and after the message text

FM: USSTRATCOM GFFUTT AFB NE/J37/ECG//
TO: AIG 11883
UNCLAS

© EXER/GLOBAI GUARDIAN 2001-2//
MSGID/GENADMIN/USSTRATCOM/J37//
SUBJ/EXERCISE MESSAGE IDENTIFICATION//

X-6-2
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RMKS/EXERCISE GLOBAL GUARDIAN 2001-2
EXERCISE EXERCISE EXERCISE

MESSAGE TEXT

EXERCISE EXERCISE EXERCISE

EXERCISE GLOBAL GUARDIAN 2001-2//

2% o0

{2) (U) Identify exercise EAMs in accordance with EAP-CICS, EAP-STRAT, and participating
command publications.

(3) (U) Begin exercise voice traffic with "This is . with exercise GLOBAL
GUARDIAN 2001-2 traffic." Use the terms “exercise” or “simulated” when referring to exercise events
(e.g.. "simulated faunch"). If at any time message traffic cannot be identified as real or exercise, contact
the originator to determine if the information is real or exercise.

f.  (U) Simulated Plavers

(1) (U) The USSTRATCOM ECG will role-play those agencics not participating in GG 2001-2.

Usc the telephone numbers in Table 10 to speak to the simulated command or agency.

(2) (U) To send an AUTODIN message to a simulated player, use the staff routing code section
of the message header 1o indicate the simulated agency. Address message traffic to the plain language
addresses (PI.A) shown below:

PLA
USSTRATCOM OFFUTT AFB NE/J3 7/ECG/SIM-XXX//

Note: (U) Enter the simulated agency in the field "SIM-XXX", for example, "SIM-USEUCOM."

(3) (U) AUTODIN message traffic from a simulated player will be annotated in the same
manner.

Example;
FM: USSTRATCOM OFFUTT AFB NE/I3 7/ECG/SIM-USPACOM/J2//

(4) (U) When an exercise participant is role-playing for another unit (for example, Task Force
144 role-playing for an alert SS BN), address the role-player and identify the simulated player in the
routing code section.

Example:
CTF ONE FOUR FOUR//USS NEBRASK A//

GH(S)

X-6-3
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h. (U) Special Telephone Instructions. The Headquarters USSTRATCOM Battle and Support
Staffs use the Red Switch Multiline Phone (MLP-2) as the primary method of te lephone communication.
If using a STU-I to call a USSTRATCOM Red Switch MLP extension, use the following procedures:

] ) The caller must have their STU-HI key inserted and tumed. Call Offutt AFB extension
% (‘3 ——ia ia DSN (271-XXXX) or commercial (402-294-X XX X).

(2) (U) The STU-III wiil automatical ly go into the secure mode.

(3) (U) After the STU-TIT has gone into the secure mode, the caller will hear a recorded message
directing them to dial the last 4-digits of the Red Switch {MLP-2) number. The procedure varies
depending on the STU-HI type of the caller (see chart below).

(4) (U) Once the secure mode is established, the MLP-2 will ring,

(U} STU-1I to MLP Interface Instructions

MOTOROLA STU-III ’ Dial the 4 -digit Red Switch (MLP) number

AT&T STU-ITT Dial the 4-digit Red Switch (MLP) number, then
press the “flask” bution.

Dial the 4-digit Red Switch (MI.P) number, then
press the “redial/send’ button.

RCA STU-IN

(U) TABS
A Communications Directories
B STRATCOM MCCC Communications Plan
C Recovery "l'cam/ STRATCOM MCCC Coordination Procedures

D GCCS/GCCS-T Concept of Operations (CONOPS)

X-6-4



~-CONFIBENTIAL/REL-TO-USA,-AUS.-CAN-and-GBR

HEADQUARTERS UNITED STATES STRATEGIC COMMAND
OFFUTT AIR FORCE BASE, NEBRASKA 68113-6300

TAB A TO APPENDIX 6 TO ANNEX X (GG 2001-2 EXORD) (V)
COMMUNICATIONS DIRECTORIES )

(U/@(@ PURPOSE. To provide a ready access reference to primary points of contact during

exercise execution. Individual agency telephone numbers, routing identifiers, and plain language
addresses (PLAs) are “For Official Use Only,” however, the compilation of information contained
in this tab is classified CONFIDENTIAL/REL TO USA, CAN and GBR.

Table | Title Page

8 (U) Exercise Control Group (ECG) Communications Directory X-6-A-2

9 (U) Simulated Commands/Agencies Communications Directory X-6-A-3/4
10 (U) USSTRATCOM Communications Directory X-6-A-5/6
11 (U) USSTRATCOM ABNCP Communications Directory X-6-A-7
12 (U) USSTRATCOM MCCC Communications Directory X-6-A-38
13 (U) NAOC Communications Directory X-6-A-8
14 (U) TF-124 (Airborne Communications) Communications Directory X-6-A-9
k5 (U) TF-134/TG-134.1 (SSBN PAC/ALT) Communications Directory X-6-A-9
16 (U) TF-144 / TG-144.1 (SSBN LANT/ALT) Communications Directory | X-6-A-10
17 (U) TF-204 (Bomber) Communications Directory X-6-A-11
18 (U) TF-214 (ICBM) Communications Directory X-6-A-12
19 (U) TF-224 (Reconnaissance) Communications Directory X-6-A-13
20 (U) TF-294 (Tanker) Communications Directory X-6-A-14
21 (U) Unit Command Post Communications Directory X-6-A-15
22 [(U) Air Combat Command (ACC) Communications Directory X-6-A-16

Pc 347/
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Table 8. (U) Exercise Control Group (ECG) Communications Directory

UNCLASSIFIED/EZE0O

STU-IIT

Commercial

Secure FAX

Defense Red Switch Network

| (DRSN)

SIPRNET E-Mail

Note: (U) NORAD/USSPACECOM

ECG Plain Language Address:

DSN

Commercial

DSN

Commercial

Defense Red
Switcb Network (DRSN)

Secure FAX (TOP SECRET/SCI)

N1

NORAD/USSPACECOM controllers can be contacted at the same numbers and addresses.

USSTRATCOM OFFUTT AFB NE//J37/STRAT ECG/(enter "SIM-XXX" address as required)//
USSTRATCOM OFFUTT AFB NE/J37/NORAT/SPACECOM ECG//

___.L(o)

-l'""—-_—-

¢ collocated with the USSTRATC ECG.

~ b
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Table 9. (U) Simulated Commands/Agencies Communications Directory

UNCLASSIFIED/FRUO

. (U} The Exeréise Control Grou
simulation cell during GG 2001-2

p (ECG) is the term used for the primary control and

. The QSSTRA_TCOM.*’NORAD}’USSPACECOM ECG and the

USSTRATCOM/NORAD/USSPACECOM Intelligence ERC will be located at USSTRATCOM,

9).

National Command
Authorities (NCA)

Offutt AFB, NE. The functions of the ECG an
headquarters role playing, exercise message Injection, exercise control, and monitoring.

2. (U) The ECG/ERC will be simulating or role
not actively participating in the exercise, as listed
providing simulation or response cells are also list
organizations that do not appear on this list should

3. (U) The ECG/ERC will be manned 24-hours/d
the USSTRATCOM ECG/ERC if additional guid

USSTRATCOM ECG

d ERC are BLUE force simulation, higher

playing for those areas, commands, or personnel
in below. Other commands or command posts
ed. Participants requiring inputs from

contact the USSTRATCOM ECG (see Table

ay from STARTEX through ENDEX. Contact
ance is required.

White House

USSTRATCOM ECG

OSD Agencies

USSTRATCOM ECG

Federal Emergency
Management Agency
(FEMA)

USSTRATCOM ECG

Other US Federal Agencies
(please specify agency)

USSTRATCOM ECG

e Y

MCC (Site R)

USSTRATCCM ECG

Joint Staff Nuclear
Operations Group (NQOG)

USSTRATCOM ECG

L{Q

L -y = |

‘|‘1I!|"IJI-IHI—
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Table 9. (cont.).

UNCLASSIFIED/EX00O

Joint Staff USSTRATCOM ECG
J1/32/33134435136/37/18

USJFCOM USSTRATCOM ECG
USEUCOM USSTRATCOM ECG
USPACOM USSTRATCOM ECG
USSOCOM USSTRATCOM ECG
USSOUTHCOM USSTRATCOM ECG
USCENTCOM USSTRATCOM ECG
CINCPACFLT TF-134 (SSBN PAC)

CINCLANTFLT

TF-144 (SSBN LANT)

AFSPC

TF-214/20 AF

National Security Agency
(NSA)

USSTRATCOM Intel ERC

Defense Intelligence Agency
(DIA)

USSTRATCOM Inte| ERC

National Reconnaissance
Otfice (NRO)

USSTRATCOM Intel ERC |

X-5-A-4
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Table 10. (U) USSTRATCOM Communications Directory

UNCLASSIFIED/ESUO

AGENCY/POSITION

(Secure)
USSTRATCOM " \;Appendix 6, para 3.h. for STU-III to MLP
| Secure Dialing Instructions

USSTRATCOM Support Battle Staff
SBS SIPRNET Address: sbs_acct@stratnets.stratchm.smil.mil

Note: If you send mail, please note what duty positior} you need the note sent to (c.g. Bomber Ops, Tanker
Ops, Logistics, etc.)

Administrative NCO

Administrative NCO

Aircraft OQperations

Chief SBS (Deputy BSD)
Communications Systems

Deputy Chief SBS

Emergency Action Procedure Guidance
Engineering

Force Protection

Foree Status

GCCS User

Information Operations
Intelligence Briefer
Intelligence Support
Legal

Logistics

Logistics Plans

MCCC Liaison

METOC Support Branch
Missile Operations
Mobile Qperations
Mobility

NPE [.iaison

NPES System Administrator, JSXXX
NPES User

NPES User

Personnel

Public Affairs

Readiness

Readiness Model

S$BS Operations NCO

USSPACOM JSST

(O

X-8-A-5
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CONFIDENTIAL/REL TO USA, AUS, CANIT-OBR—

Table 10 (cont.)
UNCLASSIFIED/EST O

USSTRATCOM Operations Center
Senior Controller

Emergency Action Officer
Emergency Action NCO
Communications Officer
Communications NCO

Warning Officer

AFSATCOM Operator

Milstar Operator

Image Generation Facility ( IGF)
Secure FAX

PLAs for the USSTRATCOM Support Battle Staff

OPERATIONAL TRAFFIC

Senior and Support Battle Staff
PLLA: SBS USCINCSTRAT OFFUTT AFB NE#/

Command Center
PLA: USCINCSTRAT COMMAND CENTER OFFUTT AFB NE

NEREP
PLA: USSTRATCOM NEREP REPORTING TERMINAL OFFUTT AFB NE//
(or as required by Appendix 6, paragraph 3g and 3j.) - AIG 927
FMIS
Reports Via AUTODIN: DPC00 OFFUTT AFB NE//
FORCE STATUS USCINCSTRAT OFFUTT AFB NE//
[ SACCS-DTS Address:  SACDP//

X-6-A-6
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